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1
Decision/action requested

This contribution proposes a solution for MBS traffic protection at RAN.
2
References

[1]
TR 33.850 v0.1.0 Study on Security Aspects of Enhancements for 5G Multicast-Broadcast Services
3
Rationale

This contribution proposes a solution for MBS traffic protection at RAN to address the KI #2.
4
Detailed proposal

It is proposed that SA3 approve the below pCR for inclusion in the TR [1].
***** START OF CHANGES *****
6.Y
Solution #Y: AS security for MBS traffic protection
6.Y.1
Introduction

This solution addresses the KI #2. This solution provides a mechanism to protect 5G MBS traffic at RAN based on PDCP security. 

6.Y.2
Solution details
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Figure 6.Y.2-1: Multicast PDU session establishment procedure for a multicast service

0. The UE is registered to 5GS.

1. The UE sends a PDU session establishment request requesting a PDU session for a multicast service. The SMF checks whether the UE is authorized to receive the requested multicast service based on the UE’s subscription information.

2. The SMF requests to establish or modify a multicast session to UPF if needed (e.g., if the multicast N3 tunnel needs to be created for the service).

NOTE: The N4 establishment/modification by MB-SMF may also be triggered by an IGMP join message received by UPF over the user-plane. In this case, UPF notifies the UE’s multicast group join to MB-SMF to initiate the multicast PDU session setup for the UE.
3. The SMF sends a security policy for the multicast service to the gNB via AMF.

4. The gNB, if it has not created a multicast radio bearer (MRB) for the multicast service, generates an MRB key. The MRB key is used to derive encryption and/or integrity protection keys for the MRB.

5. The gNB configures the MRB for the multicast service (if it has not created the MRB yet) and sends the RRC Reconfig message to configure the MRB for the UE. The RRC Reconfig message contains the Key ID, MRB key and security policy for the MRB. The RRC config message further contains the current PDCP COUNT value for the MRB. If the MRB is newly created, the PDCP COUNT is set to the initial value (e.g., 0).

6. The UE derives the MRB encryption and/or integrity protection key for the MRB key if it has received one in step 5. Then, the UE decrypts and/or checks the integrity of PDCP PDUs sent over the MRB based on the security configuration of MRB.
6.Y.3
Solution Evaluation

TBD.
***** END OF CHANGES *****
_1662191776.vsd
2. N4 establishment/
Modification



